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MORE THOUERTS ON ‘QUESTIONABLE’ SIGINT 


T have been following with interast the 
sovies of articles prompted by Vera Filby‘s 
“How Do Wo Know It's Truc? (CRYPTOLGG, Febru- 
azy 1976), since this topic was of prige con~ 
cevn during the time I spent in B31 and F47 
working the North Vietnameso Air problem. We 
encountered a fair snount of cosmmications 
deception, or “spoofing,” on the part of KVAF 
fighter controllers. Host of these occurrences 
wero poorly done and would not stand up to any 
intensive analytic scrutiny, Unfortunately, 
in wany cases thoy effectively accomplished 
their purpose of disrupting U.S. wir strikes. 
Ouring LINEBACKER 21, we were ing NVAF 
fightor (end missile) commmications and pass- 
ing the information to an Air Force GCI con- 
trotler for osc in protecting the U.S. strike 
alreraft. The timeliness required did not per- 
mit any second=guessing, ond it was only duo 
te Lage) gore sehigerend of ~y eve operators that 
many of these ettcupt options wore recog- 
nized ag they occurred. 
tion or possibility that « MiG was actually 
reacting to the U.S. strikes, however, the in- 
formation had to be used, creating not only 
security problens, but also causing some of our 
customers to begin to doubt the credibility of 
SIGINT. This led at one time to the deputy 
wing commander at Udorn (inforaally) demanding 
that TEABALL (cur foapons Control Center) be 
removed fros the air becauso of its alleged 
unreliability. 


This potential for causing tho customer to 
loso faith in SIGINT because of our reporting 
of false information also reised serious ques- 
tions in terms of our not-tinely sumeary report: 
ing. The problem really sterted during an 
earlior phase of the air war, when there was 
SIGINT evidence that U.S. operations’ commands 
had apparently overstepped imposed linitations. 
In some cases, intercepted cnemy air surveillance 
tracking, which we knew to be valid, was used 
to show that U.S, aircraft had overflom re- 
stricted areas. Unfortunately, a feeling of 
animosity towards NSA grew in certain commends, 
and any adaission that SIGINT could be “spoofed,” 
even if we showed thet we were eble to separate 
the valid from the invalid feirly quickly, 
could have been used to discrodit our reporting 
of all questionable incidents. I’m happy to 
say that the decision wos made to publish tho 
facts of the deception incidents, and E think 
our overall credibility wes enhanced by our «d- 
aission that wo could be decoivod for a short 
period, since it showed we woro avare of the 
problen and not retreating behind a cleie of 
infollibitity just because wo wero using SIGINT. 


Another very interesting form of deception 
was encountered which I feol should be ine 


bred Gerkens, F¢3 


cluded in any discussion of the credibility of 
SIGINT. That is deception aimed not at « po- 
tential eneny intercept operation, but that 
intended for the target's own chein of command. 
When MiG-19s were first introduced into the 
NVAP, a period of upgrade or conversion training 
was begun for a selected group of NVAP pilots. 
From various other sources we had @ good ides 
of what tho training program would consist of, 
and were gratified when SIGINT showed it pro- 
ceeding eccording to our prodictions. At this 
tine wo enjoyed en excess Of redundant collec- 
tdon on NVAF flight activity fovertogntng fret 
party "strategic" and tactical with third-party 
backup) and wore confident that wo wero aissing 
Little if any activity. 


Then, one day we intercepted a report froa 
probably the unit's training officer to his 
headquartera giving a recap of the lest month's 
training. ‘The number of days end dates coin- 
cided with what we hed logged fron our daily 
collection (feir-weather training only at this 


days were unrealistically high. Were we 
i reximstoly 40% or more of {hight activity 


collection coverage? This 
and after going over the whole situstion many 
times, I came to the conclusicn, and ished, 


that the training instructor was g his 
figures. 
Porhaps I should have coordinated the report 


a little pore widoly before putting it out. 


Reaction from our custozcrs was nininss, but 
repercussions internally wore swift and strong, 
mostly along the linc thet 1 was “destroying 
the credibility of SIGINT.” 1 could have noroly 
published the data and let the custozers draw 
their oun conclusion, but I felt the coment 
was necessary. We at NSA, because of our con- 
stent exposure to it, should be the best judges 
of which SIGINT is valid, and which should be 
treated with reserve, énd I personally believe 
it's the duty of a professional reporter to pro- 
vide this type of evaluntion to our customers. 


ie that the vholo rango of “quostion- 
able’ SIGIKT could use further study and dis- 
cussion at NSA, not only perhaps to further do- 
fine it and our liities to detect 
it, but also to bring out into the open what is 
often considered one of the "unmentionables" in 
our profession. Porhaps it will be less fear- 
some if more people understend it. 


Ce i eed 
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fhe tation on the nest page was taken from 2 
=_ work of an HSA-er, the first letters of 


By A. ds & WORDS epetl out the author's name and the title 
of the vork, 

DEP IHTT TON: wonDs 
A. Fingerless gli —— 

saan washes "96 ST Tse TH 
8. Got rid of eee 

ar es es 

GC. Japanese ststesran (1841-1909); the 


outstanding E{gure in the woderni- “R3 159 Ta7 
gatfon of Japan 


Gervan postinpressionist painter of see 
lendecapen and animale (1680-1916) 81 108 5 152 
Wan 

“Fi 69 96 162 128 66 
British sculptor (1680-1959), born New 


York City of Russian parents; also, ono “Zé Tit “62 168 Se 120 160 
of Kotter's Sweat Hogs (no kin) 


Naoni's daughter-in-law 


Proto-Malayen people of Philippines 


et 

=) 

Gem characterized by pley of 

changing colors ic displays “SB 
“Te 
ss 


Yoo T39 168 

Lyric, usually of amorous character RSH ete OEE. S 
and adapted to musical setting 33 90 160 22 122 “28 169 
What tha private investigator said ces aa aegis rane hte apis cesta 
when he Located the slic-mannered son Be “ZU Tae 91 SL 7S “GF Tis TH Tie i948 167 
of the firet prasident of the Republic 
o£ Kores, Working st & ahoe faccory ae —— 
(eon had lefe hie job ae a photographer “Ta “37 “BF Ted “Ti “Gi “eo “94 Th Tas ised I 
for the Luce publiehing enpire) (21 
words, suggested by song title) Tre “37 Tis Tis “a2 Tis “th Tso 163 “FF 157 
Secret group of edvieors to Cheries IT 
of England TE 95 “Bt 35 149 
Stringed 2usical instrument es 

o Toe “We TS 
Inferior devil 

“3S T38 T07 

When told he should meke one of these 


88 @ penance, che pfilfering night “T" "98 127 Vz “$6 Ist 
watchnan at the building-supplies vare- 

house said, “If you can get the plans, 

Pather, I know where I can get che 


luxber!" 
A lot of people make a wistake pro- ies 
nouncing thie word (look it up!) 23 83106 
U. 8. government ney 

= “$5 35 -B 
Chinese family asec == 

Tee 50 

Group of related Indian tribes = ie ence a 
Pacifie Northwest coa#tal area’ Ty “82 “86 12 “92 164 4S 
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fn "The King sad I" (abbrv, abbrv, “te 67 Tis 142 TH 8 TS 83 53 
abbrv) 
U. British tere of codearoene (aloo ae mas 
used when addressing eoreone whose 16 
aame you've forgotten) 
V. Richest man in Rovacient -~ “the = —s oe 
—— of luxury” 47 157 15 75 


Ws Broke princed: tn the 15th comtury op a5 oy Sn IGS AE I DE FI 


Re Fee seaeete “8 ie TOTES 


Y. Produce a deeign by lings corroded ae a 
by sone chemical agent SF 3s 35132 


Z. Point of a pen (pre-ballpoint) 


“Hh “46 TAT 
2,- Important componert in conputer- 
+ arephice eysten {abbrv) “TT “95 TOE 
23. Dilute perfume, lvtrodyced c, 1709 eae eae RO ee ee ee, 
in Germany (3 wda) > 41 65 Ll? 103 108 74 30 129 165 173 121 
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LANGUAGE 


M.&.Dimperio, P13"." 
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2 brief paper is intended to prosent some 4 
general comments covering my experience with 
the CAMINO Natural-Language Machine Files and 
other computerized natural-Janguage working 
aids. It has seened to ne that these remarks 
might be of somo yaluc or Interest to others 
concerned with mechanized language aids, whether 
BS Users OF as designers. 


‘ In considering the Sorin of a natural. 
enguage dictionary (as any data management 
sy3tes, however sophisticated or rudimentary), 
there are three cbvious kinds of things that 
need to be done: 
a) building the file fronexternal sources; 
b) aaintsining tho file by additions, dele- 
tions, ond corrections; and 
eo) querying, displaying, or oxtracting data 
fron the file for day-to-day opera- 
tional uso, 


Tho attention of most computer specialists has 
centered on the tasks under Ze: the ways 
of looking up, rearranging, sanipulsting, and 
dispisying data from. on existing file. This 
ia, admittedly, the sost interesting arca con~ 
ceptuaily, and provides the most scope for in- 
ventiveness in software design and pro: 
techniques. 


Unfortunately, however, at legst in ny ex- 
perionco, tho real problems involved in the de- 
sign of nataral-1 working aids rovalve 
around areas a and b, and especially ares a: 
the initial rrerpes Aid the glossary file. The 
querying or displaying of date fron » completed 
file has rarely prosented say problezs in the 
CANENO files or any other mechonized working 
aids I have worked with. Even when an on-line 
querying facility was availoble for the CAMINO 
AYE/TIPS files, it was used primarily (in fect, 
almost solely) by the file executives thea- 
selves for file maintenance. It uss so little 
used that two of the three files involved wore 


S ABOUT MECHANIZED... 
WORKING AIDS 


rr ° “a, ° ° ° 
4 ce TOS: ek SiR gate th Ne Thay Ot Etas Baey CRYPT Cte 


é 
fe 


& 


17s 
Dene ae 1 6 gang Sal EWs 
e@ventuslly removed from the RYE/TIPS system for 
that redson. Most file users havo been quite 
happy to get a copy of the printout, so long os 
it was of @ convenicnt size and shape for stor- 
age and use (i.¢. 3 Bx1ll" document 
rather than a curbersone aachine listing on 
size 12 paper). 


I was, aysel£, surprised and disappointed 
when I first discovered that our RYE file users 
(as distinct from the exccutivés maintaining the 
files) had been so reluctant to use the cazten- 
Sivo and well-dasigned oa-line query capabili- 
ties provided through TILE. Our CANINO Coamit- 
tee meetings were regularly attended by a TIPS 
tepresentative, who warned us a year or more in 
advance that we were not us: the capability 
sufficiently to retain it. With this in mind, 
we nade a concerted effort to aet up apecisliy- 
planned courses in TILE simplified and adapted 
for the CAMIND user, and to encourage users to 
use the RYE terminals. in the last enslysis, 
it was evident that it was simply much easter 
and wore convenient for each Linguist to use o 
printout. The printout was right on his desk; 
no one olse coapoted with hin for access to it; 
it was always ready to be opened and used. We 
already knew how to consult a printed dictio- 
nary, and had no new "languages," procedures, 
or rules to learn and get used to. The RYE 
terminal, in contrast, was "down the hall" or in 
another room. It was also likely, during the 
period before TIDE fem eva Were given their 
ou system, to be od aaliunctioning or very 
siow in its response. In sum, I can hardly 
blene tho linguists for using tho handy print- 
out; for thea it was an intelligent, cost-effec- 
tivo choice for that tine and that purposes. 


Let's take a closer look at what the analyst 
tho wishes to build a aochanized language glos- 
sety has to do. Ho nust select, from a wide 
varioty of potential sources, just which terns, 
from what kinds of docunents (traffic, tran- 
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scripts, collateral, in-house publications, 3x5 
card files, published dictionaries, handwritten 
notes, ete.) ho wil] include in the machine file. 
Ho aust cotlete the selected data in such a way 
as to resolvo discrepencics in representation, 
forest, grammatical information, etc., and to 
provide a clear, consistent, and useful docu- 
sont or display for operational] purposes. In 
choosing the data end designing the form of the 
aid, he sust think of the whole range of poten- 
tial users of his file: new trainecs as wel) as 
senior analysts; ¢ryptolinguists and reporters 
as well us translatgrs and transcribors. Ho 
must get the date into machinable Form in sone 
way, and, os the file grows, ho must exagine 
successive sorted printouts, check for errors 
and discrepancies, and get them corrected. 


In maintaining the filo once it has been 
established and hes completed its initial rapid 
growth, the file sponsor must see to it that 
tho file continues te bo responsive to ail his 
usors and their needs, in spite of frequent 
reorganizations of Agency perscnnet, changes in 
wissions, end new developeents in the external 
world of international events. Ho must make o 
continuing effort to collect contributions of 
new terms, and solicit constant feedback fron 
all file users, while searching for now sources 
of data that should bo added to tho filo. 


Now Jet's shift our attention to tho 
question of how the tesks outlined shove can 
best be accomplished at present and in the 
néar future and why. To most computer-criented 
esnagers, it sovms vbvivus to the point of 
trivislicy that each sponsor vho neods a meche- 
nized language aid should do 412 the work hin- 
self, preferably at ‘se terwinai” (unspecified). 
¥£ he esnnot do all the work hioself, for 
whatever reason, he should get “somebody else” 
(also unspecified) in his own organization to 
do it for him. The hypothetical manager wo 
ere quoting sees no difficulty in any of this, 
and congiders the problem solved by his advice. 


In certain specific contexts, where on-line 
terninals have already (for a variety of his- 
torical or practical ressons) become the 
or only way of accessing and mantpulsting atl 
data for a problea, it makes oxcelient sense to 
put Language aids on line too. In these cases 
(e.g., the G TENNIS facility), tho needs of one 
specific set of users are being amply met by 4 
si system design that includes all the 
working aide they require. Thore ore still, 
however, many scattered users who are, and may 
renin for sone time, autside of these advanced 
ptojects. For thes a generalized or stendard- 
ized conventional fite-maintenance procedure, 
involving periodic updating and reiussue of 
printouts, has been an offoctive and economical 
way of getting the job donc. This situation is 
analogous to that of bookbreakers who do not 
require customized processing systons and who 
woke use of the Standard Bookbreaker's Package. 
CAWINO 43 such @ system: a “standard langusge- 


aid packege," as it were, now appliod to more 
than 20 longuages. 


For the many users not now served by 0 
customized on-line Data Management System like 
TEANIS, the monagorial advice quoted = few 
paragraphs back doesn't heip auch. The senior 
linguist who is the one competent to develop 
and maintain a dictionary fs usually called upon, 
to do many other, pore operationally pressing 
things in evory rinute of his day. He mst 
translate, listen to tapos, and report on 
traffic; teach courses; develop training nate- 
Tials and rests; ansver frequont questions and 
requests for trouble-shooting fron co-workers, 
and supervise the work of junior colicagues (to 
name only a few of the demands on his resources). 
‘The problem is especially ocute for miti- 
linguists who must portion their time over 
soverai different languages. 


Faced with ail theso isuediate pressuras, 
the senior linguist has little or no tise, 
energy, or peace of mind left over to work on 
the dictionary at al}, let alone do the extra 
dnitizl work required to mechanize it, He 
cortainty is not usually abio to spend hours of 
his time sitting at a terminal (which he is 
not routinely using for any other purpose), 
keying in his om date or saking Lino-by-line 
eer . Finding someone else to do these things 
withia his own organization is alsa apt to be 
very difficult in practice. Everyone else who 
is qualified is just as busy, and Just as un- 
able to take time to ait at a console for hours 
on ond, concentrating an tho dictionary. Holp- 
ers who ere not qualified almost invariably 
¢ause far more problems then they solve. 


Our hypothetical asnager, whom we have beon 
quoting a3 a Devil's advocate, hss an iancdi- 
ate roply, by which ho again sceks to defino 
away the awkward resource-sliocation probles: 
"If the spoigor érganization dossn't need the 
dletionary badly to assign the necessary 
resources to it, ously it isn'e really 
necded at sll, $0 we can forget it.” Again, 1 
tannot accept this representation of the situ- 
ation, however useful it xay be in simplifying 
matters for the maniger. 


It sometines scens to ne that we havo a 
strange "schizophrenic" attitude in our Agency 
about “research,” or indeed any long-tere 
activity thet provides a cunulative background 
of knowledge and perspective on day-to-day 
problems. Wo know that we need this background 
ond continuity when the chips ero down, but wo 
never foe) ablé to assign to it the long-tern 
commicment of resources which its development 
and maintenance réquires. This eadbiveleace 
applies not only to dictionaries, but to continuity 
on cryptosystens and targets not currently active 
but likely to surface again at any gonent. Ono of 
the useful functions that Pl has performed over the 
years has heen to fil) this gap wherever posaibio, 
‘ond to maintain a cumstatave and historical 
perspective on operational probless. 


=r 
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In ay work with mechanized natural-language 
files, I iearned some of the things discussed 
above the hard way. 1 be: early, snd have 
continued -- without notable success -- to 
gropple with the probica of devising a simple, 
economical, and effective technical solution 
for tho difficulties of building ond maintain- 
ing languago files. I experimented with teach- 
ing filo executives to use terminal systens 
(e.g-, the LODESTAR and Burroughs Word Process- 
ing Systems) to maintain their own files, and 
soon di: that few of them had the tino 
to spare for keying in thelr own date. There 
were other unexpected flies in the ointment 
a3 woll. Olsasters behind the scenes in the 
processing system caused loss and destruction 
of stored files. The constant, erbitrary 
changes of software and “rules” (to which all 
eodern computer systeas seen to bo subject) 
created « rea) problewm for the occesional user 
such as the CAMINO file executive; he was apt 
to discover, on trying to bring up his file 
oy run & program after a lapso of a fow weeks, 
that nothing worked snyzore and nobody know why. 


In closing, I would like to list a few sus- 
mary coments regarding the philosophy undor- 
lying the present IBM-370 off-line CAMINO files. 

e@ 1 believe that computers are not an end in 
themselves; as a computer specialist pri- 
nerily interested in ications, I an 
here to servo s user wants to perfor 
an operational task; in this case, to per- 
fora specific Linguistic end crypto} inguis- 
tic work in support of NSA eissions. 

o@ I am convinced that linguists and others 
working on NSA language problicas need the 
best working aids they can get; they need 
not only the general, open-source desk 
dictionary, but also a broad spectrun of 
specialized working aids and glosssrics 
which ave related to @ specific Agency tar- 
got and mission, ard can be developed only 
within the context of that task. 


ol believe strongly that machine processing 
can be of real servico to language analysts 
in developing and saintaining good working 
aids. The initial axtra axpenditures of 
effort and tine are amply repaid by later 
advantages (e.g., the availability of one, 
up-to-date edition of tho file to all po- 
tential users, and the relative ease of 
maintenance). 

e Linguists and file sponsors frequently do 
not, themselves, have the tine and anergy 
(nor are they usually peraitted the tins 
by thoir managers) to create such a wecha- 
nized ald alone. 


et have felt that tho best way ! could hetp 
to fill these real needs, in the absence 
of any technical solution for the problens, 
was to do for the file sponsor all the 
machine-oriented things that did not re- 
quire his Mngulstic expertise or his know-| 


4 


ledge of the problea. Since 2 had a back- 
ground in linguistics and a passing ac- 
quaintance with a wumber of natural 
languages, 1 could also help by doing soze 
collating and editing of ¢ relatively 
mechanical sort, and in planning the file 
#0 that it accomplished what the sponsor 
needed. With a generalized system like 
CANINO, I could perform these services 
across+the- hoard and in an interdisciplinary 
way for many users, and thus free then for the 
skilled Linguistic and analytic work they, 
aad only they, are qualified to perforn. 


@ Por al} theso reasons, CAMINO was designed as 
a conventions! file-caintonance system using 
a standardized header-treiler format. The 
format was so planned as to accomodate the 
widest possible scope of user needs. I have 
also aade it a practice to holp tho filo axecu- 
tives in any way 1 could as they were bul iding 
their files, removing from thes as much os pos- 
sible of that initial burden. 


T hope that the systens of the future will solve 
sove of the problems nentioned in this paper. A good 
solution will become a more afd more acute necessity 
in the next few years, as the Agency's growth 1s 
constrained and the volume of cur lems expands. 
Language enalysts will have even less time -- to al- 
locate to many aore activities -- than they now have. 
In particuler, I hope that each enalyst will 
soon have @ terninel at or on his own desk, for his 
wn use, and that the computer systes will provide 
to each individusl in the entire range of its 
usera an intarfece that truly sakes possible a 
“personal conputing facility." 


A central issue is this mattor of the “user 
interface”: the language end set of conventions 
the user has to learn in order to build, main- 
tain, and query a naturalelengusge flie (or, 
indeed, to do snything at all) on « tervinal. 
Unless this interface is so designed as to ba 
as siaple and natural as possible, end, in fact, 
to ba mininal or vanishing ss an obstacle to 
the Linguist, it will be an unfair iaposition 
upen his to force him to use the systen. Tho 
language should be so transparent ay to be in- 
visible, end the usor ehould hawa to Learn onty 
one euch Language to do everything that he 
needs to do (not many, a8 at present: H-204, 
TILA, DAMS, etc., plus & plethora of opervting 
systems, file descriptions, editors, control 
langueges, etc.). The terainal and tho system 
gust be truly user-oriented, in a way that can 
cone only from s careful, open-minded study of 
what users really do and what they really neod, 
on their own terms, and not @ study made by 
computer specielists who have no interest in or 
knowledge of anything but hardware and software, 
as if they were ends in thenselves. Ifwo donot 
have such user-oriented systems, I would still 
consider it cost-effective for the user, even 
in 1985, to turn his back on the shiny new machines 
and stick with his printout and his pencil. 


or ee ne ee 
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Bcrwars listings (also called, at NSA, 

rd dictionaries” or "rhyming diction- 
aries’, and, in the academic world, ‘a-tergo 
dictionerios"?} are "dbackward” in that, unlike 
ordinary dictionaries (which list entries that 
aro alphebotized on the first, then the second,. 
then the third, etc. letter), they list entries 
alphabotized on the last, then naat-to-last,,’ 
then third-from-last, etc. letter. Such list- 
ings, therefore, have the following appearsnce*: , 


CROUCH ’ 


OUCH ’ 


EXTRA-TOUGH + 

It 4s easy to sco fram the’ above oxazplos 
that the most commonly used term “backward dic 
tionary" is, strictly speaving, o nisnoxer bo- 
cause dictionaries includes either definitions 
(in the same language) or transiations (into 
another language) -- that is, no truc diction- 
ary” Iso sizple listing of words cither in 
noreal or reverse alphabetic order. The tora 
“rhyning dictionary” i9 a doubte misnonor, 
since words ending'im the same letters do not 
necessarily rhyme: 

The exenpieg: denonstrate thet backyard dic- 
tionaries (to use tho common term) uhile differ-| 


. 


‘in prowNSA days an irreverent cryptolin- 
= apr ioe the term "8.A, dictionary" to an 


(hand-sorted!) backward Listing of 
7 When tho tern gained currency 
@ was asked at a fornsi seoting to expand 


the abbreviation, he was quick on his feet and pr could be used -- not with 


cuxs up with an acceptable substitute, “back~ 





ordinsry,‘ones in that they usually list just 


dofinitiogs or translations, orc.similar to : 
ono, ‘form of each word (o-g. $e Rastieh, the ‘ 


EO 3.3b(3) 
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eas 
RTA. J. Salem 
|. d crieabaactione 


ing from ‘opSinary dictionaries in editing 





sifgu! 






“as occur in Raglish » For oxesple,; 
a person looking ino lictionsry for : 
English words ending in -CIES must not confine « 


his search to specifically that e eacanian (where | 
he will find just » few technical or atchtic | 
Plurals such a3 LELCTRICHES and GRAMOGHES), but, 
must bar enough Faglish co Tefar to the words : 
ending in -CH and 3iso those ending in ~fuR. | 
and gust then be able to ‘ascertain which of 2 
those words can have inflected oot in -ES. « 
He will, in other words,‘ jJook in A thp backward | 


2or, rather, thoy ehduld din this appear 
ance. When one is discussing Beckuard listings, 
one gust sake absolutely cortein tliat the lis~: 
tener has 9 clear sentg! picture of what the 


Speaker has in wind. The may have to 





use his hands lavishly, to explain, es whon de- | 
fining a sireular mony 


Severe} veers 8 ago: 





beg ry 
E palarueadiag of vbat m trdiat paella ‘The 
Place nages, instead of being Glphebctized and 
from pil to left, oes alphabetized 


printed 
correctly but from 1ef3 to right. The 
placo nangs printed in 


linguist 
WEN 







were as useless to the 
as listings such as and NODNOL 

would have bean to a person desiring e backward 
Misting of U.S. placenames, No, it was pointed 
out to the ortginating element, there was abso- 
lutely no way that the incorrectly printed list- 
edrrors, not with 
ing the pegos and reversing the image, 


werd alphabetic.” But thet expansion never had Ee with nothing! Tho words in a backward list: 


the appeal of the original one. 


ing have to be printed from right co loft. 
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dictionary in vain for tho forms CROUCHES, 
TOUGHES, HEADACHES, but will have to ereate 
then for hinself. 

















‘ « 
’ ee 
« 


As sinpte gs this meettod is fdr: finding word 
end pattoros,: it sthl) io time-consuming when 
one considers, that, for exsuple 


Another Lizitation i¢ that, like an ordinary. 
dictionary, a backward dictionary docs not | -” 
ligt aL} porsonst ond place noses, Therefore 
& person Looking for cit the English words 
ending, for exapple, in ~INS, must not only look 
in the backward dictionary (under - INS. end under 
-IN}, but must also refer to backwafd listings 


a 
rs 
a 















Roreove: 
for word pattdrns in backward didtionarics is 
even nore’ tige-vonsuming when one is lookin; 


of English personal names (if he tiants to find |, for pytthens wfthtn the words, rather than fuse: 
NS) and ey at tho,end. for exaiple, the seproh for the 

patteyn ...sAABCC..,, goes rolativdly slowly 

until ong Fifids such en occurrente ‘3s the 


PERKINS) and place n 4 wants to find 

ep A just as the fei oyrelingeise i 

must err to a backward listing of personal - 
ci C] £ 


’ 
s 


followkng: 


One advantage that a backward dictionary has.’ 
over an ordinary forward-listed dictionary is .° 
that its format enables the user to run his 
finger dow the columns casily tg look for word: 
pattama without the optical distraction of ine 
tervening definitions or translations. There- 


fore, a person looking, for example 2 
alyhtetosight paitora ....ABBA in a 
backward dictionary can relatively . 


such words as: e 











ATR 
ae 


ie : ys A ety a 
RGA Sa ae wa 











Tho tedious job of sliding vhe teapiate down! 
each column of the backward diction: 
ary, snd then off: letter pasitic:. 


and repeating the process, etc. in a search for: 
iword patterns could, of course, be perforned by | - 
® sinple nachine process that uses the magnetic, 
tapes. already in oxistence for the backward =. ; 
dictionaries in several languages. It is, theres. 
fore, strange that word-pattern Listings have not | 

‘been produced fron the NSA backward ° 


Such word patterns can be located easily by -' 
the uso of a siaple template (a card with’'a = 
cuteut, or, preforably, with the desired pattern 
written on the edgo) that is run down the colums 
of words, as shown bolow: ‘ ’ 








Vireuc OF any opattern 
ETS $0 produced would bo their considera- 
dion of a auch wore extensive vocabulary then 

the carefully preselected vocabularies that 
‘typify the exjsting word-pattern studies. That 

‘Virtue, O£ course, would have to be weighed 
| against the major virtua of ‘the existing word- 
trern studies -- 





Nyhen 1 vroto this article tack in 1969, 1 


used THE as are of Ohio. : ae = 






‘or any word p 
PI a bac! dictionary would neces- 
sarily reflect tho peculisricles of the words 
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in their dictions ther then in” 
their variously 


Baokuard Ltetinga avatiable at SA: The 
bockward Jistings 


vail y ? 
tise include o few publications remened' by 
comporcial publishers or is scedemic community. 
ited oro tish, 


Tanguages for 


= an are _ in the iets include 


Bindow Indexan, 

‘The term “window index" is applicd toa typo 
of linguistic reforence aid that is usually 
called, in seademic life, a ‘concordance’ and, 
gn infoymtion-retrieval circles, a "KWIC (key- 
word in context] index." The typical format of 
each line of a window index includes message 
identification information (system, datc, gossage 
nunber, ote.), plus the indexed word in alpha- 


ON 690521 
ON 690S21 
BN 690521 


OING ON. IN ADDIS 





Y PROCEEDINGS. AN ABA SPOKESMAN IN WASHINGTON 






EO 3.3b(3) 


bevic order in tho” tigope! Haris with as quck 
preceding and followihg context as will fit into 
tho, left and eereea fue ‘fields. The samplo 
construe tontexts taken fron 
the now defunct, Washington Datly wave (ON) and 
froz tho Washington Post (WP). Tho second cojum 
in the “sanple indicates the date (ycar-nonth-day) 
agd‘the third column indicates the location of 
the epatext (Ist positior -- newspaper section; 
2nd ‘and Srd positions +: a+ pages 4th position -- | 
golusn). ; 


The basic featurey’ ‘ond uses of o window index 
are apparent from the above sample. To discus} 
tho features first, “it is apparent, thet, when: 
ono finds a word itn which he is interested (sey, 
ALABAMA) and wishes to have the entire context! 
oF contoxts in wh}ch it occurs, ha can ekther go 
to tho original source (say, ON 690521 -091), oF, 
L€ that source 36 not immediately available, he 
cen recover the ‘entire context by taking the. 
first and last torpleté word in the window- index 
line, looking thes up separately elsewhere in + 
the sort field eo get additional teat, ond re- | 
posting the yrocers until the first and lest - 

words Of the text are. 
reached. To obviate this: 
laborious process, window: 
indexes are usually accoa: 
panied by "message prints” +- 
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» TODAY 
“Fata PRICE TO THE 


AT EVEN BEFORE THE 


AIR, PROM SPREADING TO NEARB 
ALABAMA, GEORGIA, ‘LOUISIANA 
ALTHO HANOI SIGNED THE CONVE 
AMERICAN BAR ASSOCIATION TO 


AMERICAN TAXPAYER. 

APOLLO THOMAS STA 
APOLLO LUNAR ORBIT IN DECENB 
AREAS IN THES CITY HAD BEEN 


completo toxts of the mos; 
sages, sorted in sone order 
{dace-time, message-nunhan, 
ote.) for instant reference. 

A second Immediately sp- 


parent feature of the win-; 
dow index is that, since - 


D TUE AMERICAN BAR 
APOLLO 









5"An alphabetical verbal index showing the 
places in the text of a book or in the works of 
an author where cach principal word gay be 
found often with its immediate context" (Web- 
stor’s Third Edition). 





one line of text is printed 
out for evch indexed word : 
occurrence, the size of tho 
indoa will be inordinately; 
enlarged if each and avery: 
word in the text were in- | 
dexed. Thérefore, to cut | 
down the number of lines printed in the window 
index, @ preselected list of nonsignificant but 
high-frequency words (in the above example; such 
words as AT, AND, IN, BY, THE, ON, INTO, WAS) 
usually is programmed to be excluded fron the 
indoxed alphabetic colum (but ott2? retained in 
the left and right contert fiotde®). 





SSeverol years a) 


@ intelligence content that 
serenesi® When the linguist ro- 
borage! bee has desk and Saeubery = cheerfulness 
ich the programmer promised to suppress 
tho words, the linguist rechecked and was abashed 
to loarn that the was planning to sup- 
pe these littke buggers into oblivion whenever 
and whorever they occurred. 
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A third feature of window indoxos is that 
they contain the words as they actually sppear 
«+ note, for example, the typical Datly Acus 
spelling ALTHO. Therefore, the variously in- 
flected forma of the same word will appear in-- 
difforent places in_the window indexes- (the 
occurrences of the for exan- 
ple, may be separated by many pages from the --~ 
same place name in the inflected form “_e 
Moreover, any nonstandard spellings, mi bk 
ings, or typographical errors will be indexdd . ; 
&s though they were valid words. A oscharfically~” 
produced window index of the Dally Bass, forex- 

Ne, would contain any entri’s suchas . . .- 
IT MAS REPROTED THAT. .->° SiniJaHy, o 


sechanically-produced {that i8,- imedited) poity 
oF would cowtain s very. larga 
percentage of nonvalid words 1iing 


errors, run-togothor-yords, word scgnents, etc.). 
A findow index of unedited 
ght therefore contain 
uch as the following: 




























The uses that 
are listed above 
are certainly not 
arranged in aay 
order of ascending 
or descending in- 
portance, since it is felt that all the steps 
aavolved in the collection, forwarding, de- 
cryption, translation, interpretation, and 
Antelligence reporting of traffic can justifi- 
ably be calied “the critical step." 


Window tndexes avatlable at NSA: Since window 
indoxes have such a wide range of cryptolinguis- 
tic and intoiligenco use, they have always been 
among the first machine alds requested by erype- 
analysts déaling with a specific language. 
Therefore NSA and its predecessor and cooperat- 
ing agencies have produced, over the years, 8 
largo number of window indexes in most of the 
languages of vital intelligence interest. In 
addition co differing according to language, 
theso window indexes differ groatly according to: 











the physica 
the older, mainly pre- 
edited indexes are in the form of printouts 
thot, while still rather bulky, can be referred 
} to like an Ordinary thick book, but many of the 
Sore recent, unedited indexes contsining such a 
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large nuober of nonsignificant and/or garbled 
entries in tho sort field that any printout 
would be physical ly and psychotogical ly unwieldy, 
are printed on microfilm reels, which can be 
read on a viewer and partially teproduced as 
desired, or rotained in the computer and celled 
up by CRT or other prograns. 


Coneluoton 


While the types of language aid described in 
this article canbe produced for probably all tho 
languages of NSA Interest, they have not yet (1976) 

produced to the same extent for all such- 
lenguages. For exanplo, the Agency has produced 



























duced right now because ofr fow dinguists are 
too busy producing transitions is in tho sare 
category’ as’ the argunent,‘that none of the cur- 
rently producing, (hut Ajnguisticaliy under- 
ssingd} persone? in’s particulpr language 
Grea ‘can be spared for,training ¢hat would ap- 
préciably improve the ‘overall quality of the 
output, or for recoeding new, ambiguous, unknown, 
or otherwyese recordable linguistic data thot 
havo occarred in, traffic and might conceivably 
reoccup (perhapg of 9 day when the one person who 
night rencaber the Epeci fic vessage in which a par- 
ticularly obscire s#ord occurred six months ago is 
now on two-wgoksannual Leave}. . 


7, But how does’ che file-buliding, aid-producing 
ANt convince: the blithely transsating Grass- 
hopper that.one of these days hg'’s going to wish 
he had gizflar 2iles and lnnguoge aids? fs- 
pecially whch the Grasshopper tdlls the Ant, 
“it's easy for you to build your files and 

wake gout backward dictionaries, because you've 
get 2 highly organized society vith hundreds of 
apoeiadi helpers cranking out transcripts, 


and trensletions, but ‘I"m the only ono 
vo ot to rely on -- I do the [ ] 
Ci transcription, translation, reporting, 


's also supposed to act nonchalant.” [t's 
an old prebles and nany of the Grasshoppers do 
teailze that it is a big one. So let's not be 
too critical of their outwardly nonchalant air 
and let's hope that they can squeeze cut a 
ninute of two each day to —— the linguistic 
aids that we know they will need when the cold 
wind of winter starts to blow. 


pRORSECEEE LED een 





numer of administrative-technical (rather than 
linguistic) reasons, linguists ‘specializing in 
languages other than 60 not have such o 
conplate assortnent o listings or other 
taching Iinguage aids avaifable to then. The . 


situation is analogous to the situation with ro 
ontras 
sharply with the swall, individual hand files 
{and even nentot files) in other longunge arens. 
Ts be because soue languages ara-nore icportant 
to the Agency than others? Or thet sono are mre 
difficutt to degardie or decipher? Or that the 
fare only a few thousand, rather than o few hundred 
thousand, place nomes involved in eno typeof traf 
fic? Or that some language orcas have a larger 
nuaber of people available to edit asterials for, 
conpilation into sichine-produced aids t benef. 
thenseives and any linguls¢s who aight come a 
then? Certainly ay window index in langunge 
is better than no window index in that langugge. 
And a window index of diplomatic text in Jamguag 
x and a backward listing of in 
that language are oven better t= 
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